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Aims, purpose, and scope

Aims

Service guidance and standards (SGS) are developed primarily for commissioners of NHS services,
service providers (NHS and private practice) and those regulatory bodies involved in the scrutiny of care.

The SGS aims:

To produce evidence-based Service Standards for the provision of teledermatology services in
the United Kingdom.

To ensure commissioners of NHS services procure services from appropriately qualified and
accredited providers.

To improve direct access to care for patients requiring treatments, reducing unnecessary
consultations, and improving cost effectiveness in the care pathway.

To standardise the recording and labelling of images used in teledermatology interactions.
To quality assure teledermatology education and training standards within services.

To quality assure patient outcomes by improving the clinical recording of decisions and audit
reporting for teledermatology services.

To allow data to be interoperable and dual use in services, in preparation for being ‘Al ready.’

Purpose

BAD Service Guidance and Standards for teledermatology are designed to provide a set of required
Service Standards which underpin NICE clinical guidelines and inform NICE quality standards (outcome
indicators). This document forms the basis of a quality assurance programme for all teledermatology
services nationally. It sets out those essential criteria for the safe provision of care for all patients being
virtually diagnosed and managed using teledermatology. Service Standards are aligned to existing
frameworks for NHS clinical governance, CQC fundamental standards of care and their equivalent for
the devolved nations, and the service and general conditions of the NHS standard contract for
providers.

Scope

Advancements in information technology (IT), including wider availability of secure clinical image apps
and enhancements to the NHS e-Referral Advice and Guidance Service (in England), high-definition
video conferencing, mobile devices and networks, and ubiquitous broadband networks, have created
an opportunity to leverage teledermatology as a way of improving access to dermatology care for
patients. Dermatologists in the UK can use this technology to provide clinical services to patients, to
diagnose and manage patients, to consult with other health care providers, and to provide patients
access to educational resources.

It is important for the teledermatology service guidance and accompanying standards to reflect how
these advancements in digital innovation and technology impact on the experience of patients and
clinical teams using the service. For this reason, this guidance follows the patient teledermatology care
pathway from referral to discharge. As far as possible, standards are written from the service user
perspective and reflect the service infrastructure required to reduce risk and harm.

We recognise that services are under increased pressure to demonstrate that they comply with national
policies and guidelines. For this reason, our guidance incorporates existing requirements and standards
(recommendations) set out nationally for NHS services. Providers are able to identify the relevant
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service standards applicable to their existing or intended services using our “Implementation
Assessment Grid” contained in Appendix 1.

Introduction

There is an increasing amount of data regarding the effectiveness of asynchronous teledermatology for
a variety of skin disorders that present in diverse practice settings including emergency departments,
hospitals, patient homes, schools, chronic care facilities, the workplace, and the military. Published
studies on advice and guidance and teledermatology review of referrals demonstrate a reduction in
waiting times for secondary care dermatology consultations through the prevention of unnecessary
appointments, and by increasing the number of patients with skin problems who can be safely managed
in primary care.

There is however an absence of evidence on the potential for an increase in missed or delayed diagnosis
that may result from fewer face-to-face consultations. Further data is required on the equality impact(s)
of using teledermatology to review patients. Comparative studies are required examining the clinical
and health economic effects of teledermatology usage in unselected primary care referrals for both
adults and children.

In this document standards are expressed as measures which teledermatology services should meet as
an overriding duty to provide quality care (NHS and private healthcare). They provide the basis for
evaluating the quality of a service and areas for improvement through the use of audit.

All decisions in the development of this guidance have been made by the WPG through a process of
informal-consensus and agreement. The finalised teledermatology service guidance and standards
have been scrutinised and approved by the BAD Officers prior to consultation with our stakeholders.

A formal consultation period (normally one month) also took place to allow for stakeholder registration
and feedback on the teledermatology service guidance and standards. Comments received have been
collected using a standard proforma recognised by NICE. Stakeholder feedback has been responded to
by the WPG and any necessary changes to guidance actioned prior to its publication.

Service Standards Framework

As far as possible, standards are written from the service user perspective and reflect the service
infrastructure required to reduce risk and harm. For this reason, the guidance follows the patient care
pathway to capture how teledermatology should be used in the virtual management of patients.

Our standards are covered by the following topic headings:

STANDARD 1: Patient Criteria for Teledermatology
STANDARD 2: Patient Information and Consent

STANDARD 3: Teledermatology Virtual Review of Patients
STANDARD 4: Staff, Training, and Education

STANDARD 5: Equipment and Facilities

STANDARD 6: Governance, Audit, and Quality Improvement

Evidence/Minimum requirements

Each service standard has its own ‘rationale’ and ‘essential criteria’ section, which must be demonstrated
with a range of supporting evidence. Some of the evidence requirements relate to existing national
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policy and guidelines, which underpin all services. All standards require a set number of anonymised
patient cases to be used in the self-assessment audit which accompany each standard.

Please note that providers are not required to meet all essential criteria in each service standard. This
should be specific to the use of teledermatology and application in the service. This allows providers to
tailor teledermatology usage to their service needs and assess its effectiveness once implemented.

Please see the accompanying teledermatology service options grid for selecting your service criteria.
**k%*

Self-Assessment Audit

Each service standard has a series of audit questions used to demonstrate how essential criteria are
being met by a department. The following flag status system is used to identify areas of risk within the
essential criteria and their self-audit outcomes.

For Example:

Essential Criteria Comments Status

100% 90% of all referrals will start 79% of patients started 100% Green Flag
treatment within six weeks of treatment within six weeks of 70-99%
referral referral <70% Red Flag

Red Flag [Action Required]: failure to meet these standards places undue clinical risk on
patients, breaches their rights or dignity and/or may result in remedial action.

[Monitoring Required]: service standards that a service would be expected to
meet.

Green Flag [No Action Required]: meets service standard essential criteria.

Please note where the ‘Essential Criteria’ outcome dictates clear boundaries for % 100 Green without
any moderation, then the Status should be changed to indicate only Yes = Green and No = Red. The
yellow flag is deleted.

It is recommended that secondary care providers should allow an implementation period of 12
months to identify gaps and barriers in their teledermatology service provision. This enables the multi-
disciplinary team to review their local procedures and practices against the standards and, if
necessary, implement the changes required. A summary of the results from the self-assessment audit
should form the basis of a Gap analysis and business case for any identified areas of service
improvement.

Participation in the self-assessment audit provides valuable assurance about dermatology services
and provides important evidence about the safety, effectiveness, and responsiveness of services.

Itis particularly recommended that trainee cohorts are involved in the self-assessment audit process.
Many of the standards require audit evidence to demonstrate compliance and these can form the
basis of quality improvement projects.
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Registration

The registration form is available on the BAD website. It requires each department to provide contact
details for the person responsible for co-ordinating the department's participation in the Service
Guidance and Standards (SGS) audit. This should be the teledermatology lead(s) for the department.

For departments in England, the CQC regards the BAD SGS as an approved source of information on
the quality and uses these in its inspections of dermatology services.

Medicolegal implications of SGS

SGS are intended to provide measurable service frameworks for the safe delivery of clinical care to
patients. These are underpinned by evidence, laws and professional standards that support each
standard. Health-care professionals should be able act in accordance with service guidelines accepted
as proper by a responsible body of professionals.

All self-assessment audit reports for the SGS should be used for quality outcome reporting to Trust
Boards, Integrated Care Boards, Health Boards and for CQC inspections (and their equivalent in the
devolved nations).
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SERVICE GUIDANCE AND
STANDARDS
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Standard 1: Patient Criteria for Teledermatology

Standard Statement 1A - Inclusion and Exclusion Criteria for Teledermatology

Rationale

Providers of teledermatology services should provide nationally recognised clearly defined criteria to local
clinical teams to identify suitable patients who would benefit from virtual diagnosis and/or management.
All teledermatology services should specify inclusion and exclusion criteria in the four core areas of practice
for dermatology:
+ Urgent suspected skin cancer (virtual urgent suspected skin cancer referral)

Basal cell carcinomas and precancerous skin lesions (Advice and Guidance +/- referral) or (virtual

referral)

Adult general dermatology (Advice and Guidance +/- referral) or (virtual referral)

Paediatric general dermatology (Advice and Guidance +/- referral) or (virtual referral)

The provision of teledermatology services across these four core patient groups will vary according to the
specialist care provided by the provider organisation. BAD national referral guidance can help support
appropriate use of teledermatology services and provide GPs with an additional patient management
resource.

Providers of teledermatology services should publish agreed response times for turn-around of
teledermatology requests and referrals to support appropriate selection of patients.

Essential Criteria

1A.1 Define local exclusion criteria with the skin cancer consultant team for urgent suspected skin
cancer teledermatology pathways. Examples of exclusion criteria may include:

More than two lesions for review

Lesions of a certain size, i.e. lesions that may necessitate the capture of several clinical
and dermatoscopic images, may not be feasible (see standard 3; Essential Criteria 3A.2)
Subcutaneous lumps

Lesions on mucosal surfaces due to infection control procedures

Lesions on genital skin (difficult to photograph areas)

Lesions in scars, tattoos, and hair-bearing sites (difficult to visualise)

People with a previous history of multiple skin cancers and extensive sun damage (face-
to-face review for total skin examination recommended)

Patients who are unable to have dermoscopic images taken

1A.2 Define local exclusion criteria for Advice and Guidance (A&G) teledermatology services.
Examples of exclusion criteria include:

Benign lesions (according to local benign skin lesion policy e.g. warts, molluscum, cysts,
etc) unless there is diagnostic uncertainty

Requests for generic dermatology advice which is already available in local and BAD
national referral management guidelines

A&G should not be used for administration requests, e.g. requesting for change in appointment,
or for drug information available from the BNF or pharmacy departments.
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1A3

Define provider exclusions criteria for patients that may not be suitable for teledermatology and
should be directly referred for a face-to-face appointment, for example where:
the skin condition may not photograph well, particularly with skin of colour
there is widespread inflammation of the skin involving multiple body sites, including
scalp and nails
the skin condition is chronic causing significant physical, social, and psychological
impairment and may require complex treatment plans for safe and effective long-term
management
Where the patients skin care management and support may exceed the clinical
experience of the referrer.
Skin conditions where current BAD guidelines cannot be followed

Patients being referred with severe skin conditions requiring an urgent appointment can be
reviewed using teledermatology to help prioritise their care. Referrers should be encouraged to
include macroscopic images and complete clinical history with the referral.

Examples of Suitable Evidence

1A.1 to

Locally agreed patient inclusion and exclusion criteria covering the range of teledermatology

1A3 services of the provider published on the provider's service directory.
1A.1 to | Published agreed response times for responding to the select range of teledermatology services
1A.3 provided by the provider.
Audit Outcomes - of 50 Patient Cases Status
1A.1 90% of urgent skin cancer teledermatology referrals exclude patients with 90% Green
agreed exclusion criteria. 70-89%
<70% Red
1A.2 90% Teledermatology Advice and Guidance requests exclude patients with 90% Green
agreed exclusion criteria. 70-89%
<70% Red

Audit Questionnaire

1A1 +
1A.3

Q.1. Does the teledermatology service have published inclusion and exclusion | YES NO
criteria for patients with skin disease?
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Standard 2: Patient Information and Consent

Standard Statement 2A: Obtaining Explicit Consent

Rationale

Patient consent should be documented for all teledermatology services. It is important that consent
is given for taking patient images before the photographic session occurs. This should be properly
discussed, understood, and agreed by the patient, and a record of any key elements of verbal discussion
recorded in their healthcare record.

Where patient images are being taken for intended use beyond direct patient care (e.g. training and
research)written consent is recommended. A clear indication of the governance arrangements for this data
must be indicated, for example in a specifically ethically approved clinical study, consent to participate
requires a very clear and specific statement of consent to be recorded and retained for as long as the
images are held. Patients must be provided with clear information to opt in and to withdraw their images
(opt out) from health records at any time.

Teledermatology images can provide a valuable source of education and quality assurance for health care
professionals. Images made as part of the patient's care can be disclosed for teaching or training without
additional consent where they can be anonymised, (i.e. not identifiable through scars, markings, or tattoos,
ete).

Essential Criteria

2A1 Informed patient consent should be recorded in the patients' health record to use
teledermatology images in secondary care to provide the patient with a diagnosis and
management of their skin condition.

2A.2 Patient consent is sought for use of their images beyond direct patient care, and they are
provided with information on how to withdraw their images at any time (opt out).

2A.3 There must be defined systems in place for patients to directly raise any queries or concerns
relating to the teledermatology service in a timely manner.

2A4 Staff must be aware of their providers chaperone policy for examination, investigation, or clinical
recording. Any child or young person must be offered a chaperone prior to images being taken,
usually a parent or carer chosen by the child for non-intimate areas. A formal chaperone must
be present for photographing intimate areas for child protection purposes.

Examples of Suitable Evidence

2A.1 to | Teledermatology patient information, leaflet or teledermatology patient-facing website
2A4 information.

2A.1 to | Informed consent policy for teledermatology including vulnerable adults and children.
2A.4

2A.1 to | Copy of patient consent form used for the teledermatology service.
2A4

2A4 Hospital chaperone policy for examination, investigation, or clinical recording.

Audit Outcomes - Review of 50 Patient Cases Status
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2A1 100% Patient consent for the use of clinical images obtained in secondary care >95% Green
is visible in the patients record (including any optional consent for use in | 70-95%

teaching). <70% Red

2A.1 to | 100% Patients verbal discussion is recorded in their health records for taking >95% Green
2A4 images and using teledermatology. 70-95%

<70% Red

2A.1 to | 100% Teledermatology patient information leaflet given to patients >95% Green
2A4 undergoing photography by the teledermatology provider. 70-95%

<70% Red

Audit Questionnaire

2A3 Q.1. Are there defined systems in place for patients to directly raise any | YES NO
queries or concerns relating to the teledermatology service?

2A4 Q.2. Do all teledermatology staff follow their providers chaperone policy for | YES NO
examination, investigation, or clinical recording when photographing
patients?
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Standard 3: Teledermatology Virtual Review of
Patients

Standard Statement 3A: Teledermatology Images and Clinical Information

Rationale

Core clinical information is required to standardise the review of patients by teledermatology services.
Teledermatology referrals and advice requests should be accompanied by alocally agreed clinical
information proforma or a digital referral letter. Existing urgent suspected skin cancer (formerly 2-week
wait suspected skin cancer) referral proformas can be modified so that their use can be extended to the
virtual pathway. Patients on waiting lists can also be reviewed virtually using patients provided images and
clinical history. Departments should provide information to patients on capturing of high-quality images
to support accurate identification of skin site affected and skin disease severity.

Core clinical data should be recorded with skin images in line with DICOM (Digital Imaging and
Communications in Medicine), the international standard for medical images and related information. See
3A1 for the DICOM standards for skin cancer for use in Al https://www.bad.org.uk/clinical-
services/artificial-intelligence/.

Essential Criteria

3A.1 Core clinical data should accompany teledermatology images sent or captured by clinical teams,
in line with DICOM standards:

e Date and time of image capture.

e Site location of image capture e.g. primary or secondary care setting.

e Details of the health professional referring the patient for image capture.

e Details of the clinician with overall responsibility of the patient.

e A 10-digit identity number unique to each patient, or an equivalent identity number
designated by another hospital/health service if the above does not apply.

e Patient surname and forename(s).

e Age or date of birth of patient at time of image capture.

e Sex of the patient.

e Ethnicity of patient - this relates to a shared history and culture, language, religion and
traditions, as well as skin colour.

e Fitzpatrick Skin Type (Type 1, 2, 3,4, 5, 6)

e Anatomical Site: (Head/Neck -Palms/Soles -Oral/Genital -Torso -Upper extremity -Lower
extremity)

e Anatomical Laterality: (Right or Left)

e Patient Reported Lesion Characteristics & Lesion Visual Findings: -ltching -Erythema -
Bleeding - Change.

e Patient Reported Lesion Characteristics & Lesion Visual Findings: (- Changes in Size,
Shape, Colour, Pattern, Pain from Lesion, time factors if known).

e Previous history of skin cancer/melanoma

3A.2 Teledermatology Services should advertise minimum image criteria requirements for referrals
and advice requests as follows (the number of lesions per referral will vary according to how
well-established a service is and should be agreed amongst all local stakeholders):

Core Images:
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condition on the body
e Atleast one close-up image of the whole lesion
profile, if feasible
Dermoscopic image:

Advice services) by primary care

lesion size if it is felt that accurate lesion representation is not feasible

e One macroscopic locating image to show the anatomical location of the lesion or skin

e Alateral close-up image for lesions that are raised from the skin, to show the lesion in

e Patients own images can only be used if of adequate quality in line with the above.

e Essential for the virtual diagnosis of patients referred for urgent suspected skin cancer
e (Can be used for skin lesions sent through teledermatology Advice and Guidance (Specialist

e Lesion size may necessitate the capture of several clinical and dermatoscopic images to
encompass the entirety of the lesion. Local teams may consider exclusion criteria based on

Macroscopic and dermatoscopic images should be checked for clarity before sending. Anyone
undertaking medical photography should be trained appropriately (see 4A.5). Health Care
Assistants should have links with the medical photography hubs in their locality.
Examples of Suitable Evidence

Audit Qu

3A.1

care without images are booked in for medical photography (first seen)?
estionnaire

Q.1. Does the teledermatology service specify core clinical image and
history criteria to clinical users of the service?

YES

3A1+ Referrals received with complete patient demographic data, adequate clinical history, good-

3A2 quality images and completed urgent skin cancer referral form.

3A.2 The department has documented minimum image criteria requirements for referrals and
patients.

Audit Outcomes - Review of 50 Patient Cases Status

3A.1 70% Teledermatology requests and referrals should include core clinical | >70% Green Flag
information to record with clinical images (DICOM). 50%-70%

<50% Red

3A.2 On average what percentage of urgent skin cancer referrals received from %
primary care contain a useable dermoscopic and macroscopic images?

3A.2 On average what percentage of urgent skin cancer referrals from primary %

NO
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Standard Statement 3B: Teledermatology Specialist Review

Rationale

Providers of teledermatology services should respond within agreed local turn-around times. It is
recommended that the response time for teledermatology Specialist Advice (including Advice and Guidance
and referral review) should not exceed 10 working days for routine requests to minimise any risk to
delaying patient care. Early response times will only be attainable when clinicians have appropriate time
allocated in job plans that covers every working day.

The teledermatology review should provide a proposed diagnosis, or differential diagnosis, and a
management plan, if appropriate to the referring clinician in a timely manner, to ensure a smooth pathway
of care.

Urgent suspected skin cancer virtual reviews should continue to meet all waiting time standards (Cancer
Waiting Times Guidance) for England or Health Boards in devolved nations. This includes any patients that
are reviewed and booked straight to surgery (28 days, 31 days and 62 days). Urgent skin cancer diagnosis
must be provided by consultant dermatologists and/or dermatology specialists who are core members of
the hospitals local skin cancer Multi-Disciplinary Team (LSMDT) in the patient’s locality.

When teledermatology is used for validation and clinical prioritisation of patients on outpatient waiting
lists, systems must have clearly identified and agreed pathways to ensure all clinical information and
images are available in the relevant patient record, including the original referral letter and images, as well
as recent images. There should be agreed turnaround times for communication to the patient on their
waiting list priority.

Providers of inpatient and on-call services should respond within locally agreed turn-around times for
emergency teledermatology referrals.

Where teledermatology services are outsourced to independent providers, systems must have clearly
identified and agreed pathways to link activity to local dermatology services.

Essential Criteria

3B.1 Urgent skin cancer referrals should be reviewed by consultant dermatologists and/or
dermatology clinicians who are core or extended members of the hospitals local skin cancer
Multi-Disciplinary Team (LSMDT) in the patient's locality. Membership on an MDT is specific to a
patient locality. Patient cases needing discussions at MDT should be appropriately represented.
See BAD Skin Cancer Service Standards.

3B.2 If a patient diagnosis or management plan cannot be provided through teledermatology
because of low-quality images / clinical information, then the response should include feedback
to the referrer to support quality improvement of future teledermatology requests.

3B.3 Teledermatology requests returned to the referrer with advice should include links to patient
information where appropriate.
3B.4 Patients on waiting lists should be written/emailed to ascertain their continued need for an

appointment (waiting list validation). Patients may confirm the status of their skin condition
using photographic images sent through to a secure NHS. Net, secure app, or patient
engagement portal for review by the consultant team.

3B.5 All teledermatology patients booked directly for skin surgery have been provided with
preoperative information and the contact details (email or phone) of the dermatology surgical
team to discuss any queries prior to their surgical appointment.

Examples of Suitable Evidence
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3B.1 Data on teledermatology service turn-around times and urgent skin cancer waiting times.
3B.3 Inclusion of GP and patient educational weblinks and resources in teledermatology responses.
3B.1 to | GP/ referring health care professional satisfaction survey assessing quality of teledermatology
3B.5 diagnosis and management plans and speed of response.
Audit Outcomes - Review of 50 Patient Cases Status
3B.1 100% Urgent suspected skin cancer teledermatology referrals are reviewed and >90% Green
responded to by consultant dermatologists and/or dermatology specialists who 70%-90%
are core members of hospitals local skin cancer Multi-Disciplinary Team
(LSMDT) in the patient’s locality. <70% Red
3B.2 100% Constructive feedback is provided to the referrer or image provider on >90% Green
low image quality or insufficient clinical information. 70%-90%
<70% Red
3B.4 100% Teledermatology waiting list validation and prioritisation encounters >90% Green
(including images) are recorded in the patient's NHS hospital medical record. 70%-90%
<70% Red

Audit Questionnaire

3B.1 to | Q.1 Does the dermatology department regularly review/report on its | YES NO
3B.5 teledermatology activity to look at rates of conversion to a face-to-face
appointment?
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Standard 4: Staff, Training, and Education

Standard Statement 4A - Qualified Professional Staff

Rationale

Teaching and learning should be incorporated into all aspects of teledermatology services, including
collaborative review of cases and reflective learning for both referring and providing clinical teams. Skin
cancer recognition requires a high degree of diagnostic accuracy; regular calibration of teledermatology
diagnostic decisions against other clinicians can help maintain safe practice. Except for specific situations,
teledermatology is expected to be only one part of the clinical activity most clinicians undertake, and
usually, clinicians undertaking teledermatology activity would be expected to maintain their clinical skills
by also doing face-to-face consultations. Appropriate time must be set aside for teledermatology, and this
task must be explicitly included as part of the reporting specialist's job plan as direct clinical care. Job-
Planning-for-Dermatologists-2022-.pdf (bad.org.uk)

For models of care where a teledermatology encounter may replace a face-to-face consultation with a
dermatologist, the reporting specialist must be in active clinical practice as an NHS consultant or a suitably
trained member of the provider specialist dermatology team with experience in teledermatology.

Healthcare professionals submitting teledermatology requests/referrals should be trained to use agreed-
upon local national referral guidelines for teledermatology.
Essential Criteria

4A.1 Clinical leadership is vital in supporting education, training, and ongoing clinical governance
arrangements for teledermatology. Dermatology services should have a named teledermatology
clinical lead, to support the development of the service and work with all relevant partners across
the local healthcare system (including primary, intermediate and secondary care and patients).

4A.2 There is a recognised teaching and training role for skin MDTs through feedback on
teledermatology cases, both within the team itself and to clinicians in training on the virtual
review/management of patient cases.

4A.3 Service providers using teledermatology to review / assess patients should be able to produce
evidence of case-based discussions, audit, and peer reviews to show their healthcare
professionals are competent.

4A.4 All clinicians diagnosing skin cancer lesions virtually need to be trained in the use of a
dermatoscopes and complete diagnostic audits and peer reviews, where possible.

4A.5 Medical photographers and any staff (including GPs) undertaking photography should be trained
appropriately in photographing the skin (including dermoscopy where required) and taking the
clinical history of the patient using a standard clinical history form agreed locally. Guidance on
training of clinical teams for teledermatology image taking is available from the Institute of
Medical lllustrators. Staff undertaking photography should also undertake the following online
photography module on eLearning for Health: Clinical photography on mobile devices - practical,
legal and ethical requirements - eLearning for healthcare (e-Ifh.org.uk).

Examples of Suitable Evidence

4A.4 Evidence of teledermatology dermoscopy training courses for clinicians and CPD completed
relevant to the individuals use of dermatoscopes.

Audit Outcomes - Review of 50 Patient Cases Status
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https://www.imi.org.uk/resources/teledermatology-toolkit/
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https://www.e-lfh.org.uk/programmes/clinical-photography-on-mobile-devices-practical-legal-and-ethical-requirements/

AT 100% Education for the referring clinician (when necessary) is incorporated as >90% Green

part of the feedback from the reporting specialist clinician. 70-90%
<70% Red
100% of teledermatology referrals on the urgent suspected skin cancer >90% Green

4A.5 pathway contain clear dermoscopic and macroscopic images and complete | 70-90%
patients' clinical history. <70% Red

Audit Questionnaire

4A.1 Q.1 Is there a named teledermatology clinical lead on the GMC Dermatology | YES NO
Specialist Register to support the development of this service?

4A.2 Q.2 Are Skin MDT individual members who virtually diagnose skin cancer | YES NO
cases able to take up relevant CPD opportunities?

4A.3 Q.3 Do all teledermatology staff have an up-to-date development portfolio | YES NO
including teledermatology training courses and ongoing local
teledermatology education?

4A.5 Q.4 Are all healthcare professionals who take dermoscopy and macroscopic | YES NO
images competent in the technique and able to take a relevant patient's
clinical history?
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Standard 5: Equipment and Facilities

Standard Statement 5A - Facilities

Rationale

A well-structured medical photography service in the hospital or community setting requires suitable
facilities which include a cubicle or a room to provide privacy for patients. The following conditions should
also be observed:

* Both patient and provider environment should ensure visual and auditory privacy.

* When taking images, all persons in the room / photographic studio should be identified to the patient.
* Seating and lighting should be designed for both comfort and professional interaction.

* Examination should be supported by a chaperone where requested.

Health care professionals should determine other environmental conditions that may affect the taking of
high-quality images.

Essential Criteria

5A.1 The room should allow an area for the patient to remove clothing, this could be an adjacent cubicle,
or a curtained-off area.

5A.2 The space should meet space and lighting standards to optimise the image quality.

5A.3 The review of images (prior to sending or on receipt) should be undertaken on an appropriate
monitor as size and resolution will dictate how sharp or clear images will be. PACS standards
prescribe a minimum of two megapixels which is equivalent to a 1920 x 1080 display or higher
depending on screen size.

5A4 All images should be reviewed on a computer monitor by the medical photographer / primary care
team prior to referral to ensure quality images and accurate patients’ clinical history.

Examples of Suitable Evidence

5A.2 The photography space should provide patient privacy and be equipped with appropriate lighting,
to cameras / dermatoscopes and the ability to securely upload teledermatology images to the
SA.4 patient's healthcare record.

Audit Questionnaire

5A.1 Q.1 Do you have a suitable room or dedicated space available to provide privacy | YES NO
for patients?

5A.2 + | Q.2 Do all healthcare professionals using teledermatology to review images | YES NO
5A.3 have access to a monitor meeting the minimum specifications to review the
images?

Members bad.org.uk | Patient hub skinhealthinfo.org.uk
21



Standard Statement 5B - Secure Transfer of Patient Images

Rationale

The provider organisation for the teledermatology service is responsible for documenting evidence that the
teledermatology IT platform is compliant with national digital clinical safety standards and regulations. The
Digital Technology Assessment Criteria (DTAC) provides a national baseline criteria for NHS providers that
includes compliance with the clinical safety standards, alongside data protection, technical security,
interoperability and usability and accessibility standards. All providers must ensure their information
technology systems comply with DCB0160 in relation to clinical risk management (and DCB0129 where they
are also the manufacturer of the health technology).

Use of systems incorporating GDPR compliant secure clinical image apps are recommended for
teledermatology services using healthcare professionals' personal mobile devices.

Teledermatology services which request images direct from patients rather than from another health care
professional (including clinical validation of waiting lists and patient-initiated follow up) should comply to the
same standards.

Essential Criteria

5B.1 Images must be archived in a secure searchable storage system which records image data and
the consent level for the designated use. Data should be backed up regularly on a central server
and the server must be within England, Scotland, or Wales, as appropriate.

5B.2 Any data stored on a PC or other removable device in a non-secure area or on a portable device
such as a laptop, PDA or mobile phone should be encrypted.

5B.3 Any device that is being used to capture clinical images that will not be either anonymised or
pseudonymised should, as a minimum, have a strong passcode (6+ characters), data encryption
enabled, and any cloud-based backup systems disabled before use.

5B.4 Any application (apps) that captures the patient skin images, and medical information will need to
be NHS N3 compliant, device level encryption such as the Advanced Encryption Standard (AES
256), is applied on all mobile devices used such as laptops, tablets, and mobile phones. Emails
sent to and from the health provider must meet the secure email standard DCB1596 for sensitive
and confidential information.

5B.5 DTAC, DCB0129 and DCBO0160 certification should be obtained to ensure compliance with
standards governing the development, assessment, and deployment of health IT systems,
including clinical safety criteria and risk management requirements.

Examples of Suitable Evidence

5B.4 Secure clinical image app specifications.

5B.5 Teledermatology IT platform Information Governance specifications, frameworks and
accreditations, including GDPR compliancy.

Audit Questionnaire

5B.1 Q.1 Is patient image data and consent for designated use are archived in a secure | YES NO
storage system?
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5B.2 Q.2 Does the teledermatology service provider allow clinicians to use their | YES NO
personal mobile devices and laptops to store patient images including images with
an encryption device?

5B.3 Q.3 Do all healthcare professionals using teledermatology to take images have | YES NO
access to a digital camera / smart phone with a GDPR secure clinical image app?

5B.4 Q.4 Is the teledermatology service compliant with GDPR, Clinical Safety standards | YES NO
and meets all NHS Information Governance (IG) standards?

5B.4 Q.5 Are all teledermatology requests and referrals received through a secure | YES NO

5B.5 digital transfer platform approved by the provider organisation’s IT information

governance, and compliant with national digital clinical safety standards and
regulations?
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Standard 6: Governance, Audit, and Quality
Improvement

Standard Statement 6A - Governance

Rationale

Providers must be able to demonstrate they have the required infrastructure to provide a teledermatology
service, including protocols for reporting outcomes, audit, risk, clinical accountability and incident reporting
for decisions made on individual patient care.

Providers of teledermatology services should employ a continuous quality improvement program
incorporating audit, including oversight of:

* technical or administrative failures

* patient and/or provider satisfaction

* patient outcomes

* pathology or imaging results

* recommendations for follow-up
Essential Criteria

6A.1 It is expected that all teledermatology services will complete at least one audit and one patient
survey every 12 months and report the results to all members of the service. Implementation plans
for improvement areas should be actioned accordingly.

6A.2 All teledermatology records should remain accessible for audit or clinical review and should be
retained for the duration of the patient record and for time periods required by national guidance
(hospital records 20 years) for purposes of comparative audit. The aim should be to ensure that all
images are accessible in both primary and secondary care.

6A.3 Teledermatology images should be recorded using DICOM standards to be searchable by
demography, diagnostic outcomes, skin disease categories, pathway of care, subsequent care
pathways, outcomes of care, etc.

6A.4 Dermoscopy devices and apps for photographing and reviewing skin cancer lesions should meet
locally agreed minimum specification requirements at system level, with agreement from the skin
cancer Multi-Disciplinary Team (MDT).

Examples of Suitable Evidence

6A.1 All providers using teledermatology should have policies and procedures in place to ensure the
safety, security, and effectiveness of equipment through ongoing support and maintenance and
electronic security of data.

6A.1 Annual record of teledermatology service quality improvement program incorporating audit.
6A.1 Conversion rates for NHS e-Referral teledermatology services published through local e-RS data
to reports and through the NHS e-Referral Service providers' dashboard (private version) - NHS Digital

6A.4 (not applicable for devolved nations).

Audit Outcomes Status
6A.1 100% The teledermatology service is audited against the SERVICE GUIDANCE Yes Green
AND STANDARDS FOR THE USE OF TELEDERMATOLOGY at least annually. This No Red
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includes patient outcomes and lesson learned from complaints and poor
teledermatology encounters.

6A.2 100% The teledermatology service record-keeping and storage practices allow Yes Green
for each episode to be audited including the audit of individual patient outcomes. No Red
6A.2 100% Providers have an information governance policy in place to ensure that Yes Green
legal and national guidelines and the provisions of the Data Protection Act 1998 No Red

are followed regarding the use of teledermatology.

Self-Assessment and Audit Questionnaire - Review of 50 Patient Cases

6A.1 Q.1 Does the teledermatology service have policies and procedures in place to | YES NO
ensure, the safety, security, and effectiveness of equipment through ongoing
support and maintenance and electronic security of data?

6A.2 Q.2 Does the teledermatology service have a named lead dermatologist in the | YES NO
provider organisation who is responsible for overseeing audit and governance?

6A.1 Q.3 Is the teledermatology service accountable to a named Clinical Safety Officer | YES NO

to in the specialist provider healthcare organisation?

6A.2
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Appendix 1. Teledermatology Implementation Grid

Essential General Urgent Skin | Waiting List Follow up Inpatient
Criteria Inflammatory Cancer Validation and After-
and other hours
referrals
Standard 1A: Patient Criteria for Teledermatology: Inclusion and Exclusion Criteria for
Teledermatology
1A.1 v
1A.2 v
1A.3 4 v v v v v
2A1 v v v v v v
2A.2 4 v v v v v
2A.3 v v v v v v
2A4 v v v v v v
Standard 3A: Teledermatology Virtual Review of Patients: Teledermatology Images and Clinical
Information
3A.1 v v 4 v 4 v
3A.2 v v v v v v
3B.1 v
3B.2 v v v v v v
3B.3 v
3B.4
3B.5 v
fessional Staff
4A.1 v v v v v v
4A.2 v
4A.3 v v v v v v
4A.4 v
4A.5 v v v v v v
ies
5A.1 4 4 v v 4 4
5A.2 4 4 v v 4 4
5A.3 v v v v v v
5A.4 v v v v v v
Standard 5 Patient Images
5B.1 4 4 v v v v
5B.2 v v v v v v
5B.3 v v v v v v
5B.4 4 4 v v v v
5B.5 v v v v v v
Standard 6A: Governance, Audit, and Quality Improvement: Governance
6A.1 4 4 v v v
6A.2 v v v v v v
6A.3 4 4 v v v v
6A.4 v
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